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Abstract. In this paper we discuss the problem of privacy and informa-
tion disclosure in ubiquitous and pervasive computing environments. We
describe a framework that uses context information to selectively dis-
close personal information to service providers while keeping the human-
computer interaction non-intrusive. For each interaction with a service
provider, our framework will take previously disclosed personal informa-
tion, user preferences and available privacy enhancing technologies into
consideration to conduct an optimal information revealing strategy in
a particular situation. The use of context-awareness in our framework
provides the ability to infer revealing information and enables the user
to adjust the privacy control in a non-intrusive manner.

1 Introduction

In the next decade, ubiquitous computing will gradually appear in the work-
place, in public areas as well as in the home environment. This new computing
paradigm promises to change drastically the human-computer interaction. Small
embedded and networked computing systems provide 24/7 access to information
and services, and this in a non-intrusive way [24].

A tourist’s PDA will, in the arrival hall of the airport, gather information
about hotels, taxis, public transportation, places of interest; it might also read
private messages destined for its owner from the bulletin board or buy the local
newspaper, and perhaps reserve a table in a restaurant nearby. It may need to
identify its owner to the customs or immigration officer, or show a valid visa
for the visited country. The thirsty tourist will have to prove his adulthood
when ordering a beer in the snack bar. In all these interactions the user (or its
representative, the PDA) needs to disclose personal data (name, age, address,
etc.) to other people or service providers.

In a face-to-face transaction it is assumed that customers are better able
to assess their benefit when disclosing personal information. Still, people have
given away passwords to colleagues or used the same password for all kinds of
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services. In the ubiquitous computing setting, the number of interactions with
personal handheld devices will increase considerably and the problem of privacy
is worsened by the fact that ubiquitous computing will make it easier to col-
lect personal information anytime and anywhere without any knowledge of the
individual. Access control, personalization, authentication, accountability and
liability, all require the collection of at least some personal data by the ser-
vice provider. However, once this ‘personal data’ has been disclosed, it might
live forever and be used anywhere. The owner of the data cannot control how
the collector will use the data. This personal data can be collated, linked with
transactional data, processed by powerful data mining techniques and assem-
bled into user profiles that may become so detailed, that identification becomes
possible. To avoid these troubling implications for an individual’s privacy, this
paper presents a system architecture for privacy-sensitive ubiquitous computing
focusing on anonymity and aiming to prevent unintended disclosure of personal
data. The main characteristics of the framework are:

1. Decreasing the identifiability of user attributes before disclosure, i.e. reducing
the level of detail in order to keep the number of matching candidates high.

2. Inferring implicitly known information based on previously disclosed user
attributes and analyzing the impact of disclosing correlated user attributes.

3. Using context information to determine an appropriate information revealing
strategy and to keep the human-computer interaction non-intrusive.

For situations where personal information exchange is desirable, our framework
keeps track of which information has been disclosed before. Based on these pre-
vious interactions, the current context of the individual and the sensitivity of
the requested user attributes, the framework will determine whether these user
attributes can be disclosed to a known or unknown third party. This framework
allows a PDA to protect its owner’s privacy by minimizing or eliminating the
collection of personal data. In particular, the PDA will manage the individual’s
personal information attributes and, given a particular context, send a subset
of these attributes upon request using Privacy Enhancing Technologies (PET)
with a proven track of record [1, 2, 5, 7].

In section 2 we describe how information is blurred and knowledge on the
current context is used to selectively disclose user attributes. In section 3 we de-
scribe the privacy enhancing techniques that are used in our privacy framework.
Section 4 elaborates on the building blocks of the framework and discusses the
information disclosure strategy. In section 5 we evaluate an initial implementa-
tion of our framework. Section 6 provides an overview of related work. We end
with conclusions and future work in section 7.

2 Context-aware information disclosure

There is a growing interest in context-awareness [9] for making mobile devices
aware of their users and their physical environment. Context is often defined
as any information that can be used to characterize the situation of an entity
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Fig. 1. User ontology concepts for selective attribute disclosure

and often includes current location and time, user preferences and activities,
available devices, services and resources in the vicinity. To support flexibility
and mobility, context information is used to personalize services and to adapt
services to heterogeneous networking environments and to a device’s capabil-
ities [19]. The intelligent device is capable of acquiring and aggregating this
context information, allowing context-aware applications to support user tasks
by acting autonomously on their behalf. The use of context makes computing
and communication transparent to the users in day to day activities, but the
often hidden collection and combining of information has a high impact on a
individual’s privacy. In the following subsections, we will model privacy aspects
of contextual concepts and show how they are used when disclosing personal
information to third parties.

2.1 Modeling user attributes for selective disclosure

The ease with which personal information can be gathered and the ability of
context-aware systems to infer revealing information from loosely coupled data
cause some serious implications on an individual’s privacy. As a countermea-
sure, our privacy control system uses our context infrastructure [19] to analyze
the selective disclosure of sensitive user attributes before exchanging them with
other parties in a particular situation. It is paramount to have an adequate
modeling of currently and previously disclosed user attributes to understand the
semantic meaning, the sensitivity, the relationships and correlations with other
user attributes in a particular context. The history of information exchange al-



lows the context system to infer if other sensitive information can be derived
by the collector. To represent this contextual information, we use our context
ontology [8] and other domain specific ontologies. This context ontology defines
concepts and relationships with respect to Users, Platforms, Services and the
Environment to address context-driven adaptation of mobile services. See Fig-
ure 1 for an overview of the user ontology concepts in grey that were added to
model the privacy aspects of user attributes.

A user is an individual whose privacy is to be protected. A user is char-
acterized by a number of attributes, i.e. information with a certain privacy
sensitivity. Privacy is ensured by keeping the number and the accuracy of the
disclosed and linkable attributes low so that a person is not identifiable within
a larger group of individuals. Information blurring is an attempt to obscure
information and to reduce the sensitivity of user attributes by decreasing the
accuracy as much as possible. This is easily achieved by generalizing user at-
tributes into larger categories. For example, suppose the user does not wish to
disclose his age, then the value of the Age attribute age=27 can be blurred to
the range age>=18, i.e. the category of adults. The recipient is the entity, e.g.
a service provider, that requests information attributes from the user. A user
profile is the set of attributes and other transactional data (selected services,
bought items, accessed documents, etc.) revealed to a specific recipient. User
profiles are linkable if they contain the same distinguishing (combination of)
attributes. Such a linkable attribute is a pseudonym. It provides an anonymous
identity and thus only identifies ‘a’ person and nothing else. A pseudonym is used
to exchange attributes with a certain recipient and may be reused later on. The
disclosed attributes are included in the corresponding profile of the pseudonym
to keep track of what is known by the recipient. If a recipient finds an iden-
tifying set of personal attributes in two different pseudonym profiles, then he
knows that both pseudonyms belong to the same user and the collected infor-
mation can be combined. Each attribute is defined in an ontology that models
the relationships with other attributes. These ontologies are used to infer previ-
ously undisclosed user attributes or to predict the sensitivity of disclosure. The
anonymity set is the set of possible users fitting a set of attributes and must
be kept as large as possible to avoid identification of the individual.

2.2 Sensitivity and blurring of user attributes before disclosure

Our framework focuses only on information being exchanged by the user or
the personal handheld on his behalf. It does not consider the individual under
surveillance with no knowledge of the personal attributes being sensed, or on
third parties having side channels to find out about the individual. As such,
the procedure to avoid unintended disclosure of identifiable information is solely
based on the sensitivity of the disclosed attributes and the selective context-
aware disclosure.

The sensitivity s of an attribute a with value v (with 0 ≤ s(a = v) ≤ 1),
determines how identifiable the attribute is given its value. A rarely occurring
attribute value decreases the uncertainty of identifying a particular individual



Fig. 2. Population pyramid of Ireland

more than a more common attribute value. For example, attributes with sen-
sitivity 1.0 are typically identifying attributes (an individual’s name or social
security number) and decrease the anonymity set with 100%, i.e. to a single
individual. An attribute with sensitivity 0.5 (the user’s gender) reduces the size
of the anonymity set on average with 50%. This sensitivity is modeled based on
information gathered from statistical databases. One such statistical information
source is the population pyramid of a particular country, as shown in Figure 2.
The sensitivity of an attribute’s value can be reduced if an individual has the
ability to blur information to a certain extent. Blurring is an enforced loss in
accuracy to intentionally reduce the sensitivity of the attribute’s value.

Blurring a single user attribute
Blurring numerical attributes is achieved by randomly selecting a value from the
interval defined by introducing a relative or absolute error on the real value. For
example, assuming the age of an individual is 40, then decreasing the accuracy
to 90% results in the age A to be randomly chosen in the range: A ∈ { 36 ..
44 }. Given the statistical information in Figure 2, the age of about 12% of the
population complies with this interval, whereas the occurrence of 40 year old
individuals is less than 2%. As such, randomely choosing the age in the 90%
accuracy interval would reduce the sensitivity from 0.98 to 0.88. However, for
the same 90% accuracy value, the age attribute of a child (age=8) is blurred less
as it would be randomly chosen from a smaller interval: A ∈ { 7 .. 9 } versus A
∈ { 36 .. 44 }. Both relative and absolute errors need to be introduced to ensure
that the occurrence of the values in the interval is large enough.

Non-numeric attributes, such as the current Location, can be blurred by gen-
eralizing the value into a larger category, for example, from location=<address>
to location=<city> or location=<country>. Such attributes require extra
knowledge defining the relationships that hold among these location concepts
and the number of instances that match the same values. This hierarchy of con-
cepts and relationships is represented using ontologies. This enables us to use the



generalization and inference capabilities provided by our context infrastructure.
To summarize:

1. The sensitivity s of a disclosed attribute a is defined by the relative occur-
rence of its value v ∈ V = {v1..vn}.

2. The size n of V is determined by the generalization process of a to ensure that
the relative occurrence of its value v is larger than a user defined threshold.

This technique is similar to the k-anonymity approach [23] but then in this case
from the perspective of the user himself. However, under some circumstances
it is not possible to blur information, for example, when the user is obliged to
provide a digital certificate as proof of correctness or when a service will not
work without the data. Therefore, information blurring should not be consid-
ered as the single panacea for this problem. Fixed rules to disclose certain user
attributes under particular circumstances are needed in such cases. These rules
will be discussed in a following subsection.

Disclosing multiple and possibly correlated user attributes
Knowledge of the gender reduces the uncertainty of identifying a particular per-
son on average with about 50%. However, this ratio can change considerably due
to previously disclosed and correlated attributes. Given the prior knowledge that
an individual has breast cancer, the gender becomes a very sensitive attribute as
male breast cancers only account for approximately 1% of all breast cancer cases.
On the other hand, because the male/female ratio is so skewed, not wanting to
disclose the gender will rise the suspicion that the gender is male. For a male, it
is safer to blur the attribute and say he has ‘cancer’ instead of ‘breast cancer’.

The user should never disclose an attribute if it is correlated to an undisclosed
attribute with a highly unbalanced individual partitioning that may lead to near
identification in the future.

All disclosed attributes are stored in the profile of a particular pseudonym. The
user may have several profiles, each stating the following items:

– A user pseudonym
– The recipient(s)
– The history of previously disclosed user attributes
– The maximum size of the user attribute list
– The maximum user attribute sensitivity
– The minimum degree of anonymity
– Contextual applicability constraints based on location, time, recipient, etc.

The list of previously disclosed attributes should be limited in size to avoid a huge
exposure of personal and transactional information after accidental disclosure
and linking of an identifying attribute. To summarize:

1. Without disclosure of any attribute the initial uncertainty u of identifying
an individual p is u(p) = 1.0 (or 100%). This means that the recipient can
only randomly guess for individual p.



<owl:Class rdf:ID="Pseudonym" />
<owl:Class rdf:ID="Recipient" />
<owl:Class rdf:ID="Attribute" />
<owl:Class rdf:ID="Profile" />

<owl:ObjectProperty rdf:ID="hasProfile">
<rdfs:domain rdf:resource="#Pseudonym" />
<rdfs:range rdf:resource="#Profile" />
<rdf:type rdf:resource="&owl;#FunctionalProperty" />

</owl:ObjectProperty>

<owl:ObjectProperty rdf:ID="contains">
<rdfs:domain rdf:resource="#Profile" />
<rdfs:range rdf:resource="#Attribute" />

</owl:ObjectProperty>

<owl:DatatypeProperty rdf:ID="sensitivity">
<rdfs:domain rdf:resource="#Attribute" />
<rdfs:range rdf:resource="&xsd;#int" />
<rdf:type rdf:resource="&owl;#FunctionalProperty" />

</owl:DatatypeProperty>

<owl:DatatypeProperty rdf:ID="accuracy">
<rdfs:domain rdf:resource="#Attribute" />
<rdfs:range rdf:resource="&xsd;#int" />
<rdf:type rdf:resource="&owl;#FunctionalProperty" />

</owl:DatatypeProperty>

Fig. 3. Privacy concepts incorporated within the OWL context ontology

2. Attributes and correlated attributes with a high sensitivity or an unbalanced
individual partitioning should be blurred or not disclosed at all.

3. For each disclosed attribute ai with sensitivity s and previously disclosed
attributes a1..i−1, the uncertainty u of identifying an individual p decreases
as follows: unew(p) = uold(p) ∗ (1− s(ai|a1..ai−1)).

4. The size of the pseudonym profile should be restricted in order to avoid
accidental exposure of a large amount of personal information at once.

The above steps only work reliably under the assumption that all the required
sensitivity information is available.

Modeling user attributes and occurrence statistics in OWL
The Semantic Web has provided us with the OWL [17] specification language
for describing ontologies. Ontologies are considered as the ideal candidate for
knowledge representation and processing. The context ontology in [8] and pri-
vacy concepts have both been implemented in OWL. An excerpt of the privacy
concepts in this context ontology is shown in Figure 3. An instantiation of this
ontology showing occurrence statistics of previously mentioned user attributes
is given in Figure 4.

2.3 Context-aware disclosure of user attributes

Context-awareness is used in our framework to automatically adapt the privacy
policy for disclosing user attributes according to different circumstances and sit-



<Age rdf:ID="38"> <Gender rdf:ID="Male">
<occurrence>1.9</occurrence> <occurrence>49.55</occurrence>

</Age> </Gender>

<Intersection rdf:ID="001"> <PriorIntersection rdf:ID="002">
<attribute> <prior>

<Gender rdf:resource="#Male"/> <Cancer rdf:resource="#BreastCancer"/>
</attribute> </prior>
<attribute> <attribute>

<Age rdf:resource="#38"/> <Gender rdf:resource="#Male">
</attribute> </attribute>
<occurrence>0.9</occurrence> <occurrence>1.00</occurrence>

</Intersection> </PriorIntersection>

<Attribute rdf:ID="Age"> <Attribute rdf:ID="Gender">
<value>38</value> <value>Male</value>
<accuracy>90.00</accuracy> <accuracy>100.00</accuracy>
<sensitivity>88.00</sensitivity> <sensitivity>50.45</sensitivity>

</Attribute> </Attribute>

Fig. 4. OWL instantiation showing occurrence statistics of user attributes

<PrivacyPreference rdf:ID="pref001">
<condition>

<Recipient rdf:about="&office;#Secretary" />
</condition>
<allow>

<Attribute rdf:resource="#Salary" />
</allow>

</PrivacyPreference>

Fig. 5. OWL instantiation of a privacy preference

uations. A user does not want to be overwhelmed with a considerable amount
of personal information requests, nor does he want to continuously change the
privacy policy whenever the context changes. Therefore, context-constrained pri-
vacy preferences are part of the system and stored within each user profile as
mentioned earlier. These context constraints can define conditional consents on
the recipient, the current location and time, general or recipient specific user
attributes, etc., to have access to sensitive attributes or categories of attributes.
As such, privacy preferences keep the human-computer interaction non-intrusive.
Examples of such contextual conditions in a simplified representation are:

– if recipient=’Me’ allow all;
– if location=’Home’ allow all in ’Personal Attributes’ ;
– if time=’9 to 5’ and recipient=’Boss’ allow ’Location’ ;
– if recipient=’Secretary’ allow ’Salary’ ;

Each user profile can be distinguished by a particular user pseudonym. It speci-
fies one or more constraints like the ones above and includes the user attributes
which can be disclosed under these circumstances. Note that only one rule needs
to match for a particular attribute to be disclosed. For example, the first two
rules may both match in a specific context, but the first rule is the least restric-



tive. When none of the contextual constraints match, then the attribute request
is either rejected or either allowed using a new profile with the current context
as a conditional restriction upon user request. These context-aware privacy pref-
erences are also converted to OWL for automated processing, of which a simple
example is shown in Figure 5.

If the required sensitivity information is available, then the attributes can be
blurred before disclosure to reduce the sensitivity. As such, privacy preferences
can by used, combined with the blurring technique, to reveal attributes only to
trustworthy recipients, but sane defaults are required nonetheless.

3 Providing guarantees with Privacy Enhancing
Technologies

Up to now we have only discussed the user side of the privacy story. However, if
a user wants to enjoy a particular service, the provider may want to be able to
enforce access control on the basis of verifiable user attributes, for example, to
restrict services to users older than 18. With the previously discussed techniques,
he has no such guarantees. Also, a recipient may require that the true identify
of a user can be revealed for accountability reasons. Therefore, to share user at-
tributes anonymously with recipients, privacy enhancing techniques are required.
Also, when a user’s hand-held announces its presence on a recipient’s network, it
must not disclose any identifiable or linkable information. Therefore, an essential
prerequisite for the successful execution of any privacy enhancing technology is
the use of anonymous or unlinkable communication [3, 18]. Depending on the
context of where these PETs are to be applied, some technologies might prove
to be more appropriate than others:

Pseudonym systems
A pseudonym system is useful in order to build up a reputation with a recipient.
A pseudonym consists of both a public and a secret key. The public key is the
actual pseudonym, while the secret key is kept private by its owner to prevent
the use of a stolen pseudonym. Later on, the user can access the service by show-
ing his pseudonym and proving ownership of the corresponding secret key.

Group signatures
Group signatures [7] allow a user to sign statements in name of a given group.
Anyone can check the validity of the signature and thus be assured that the
signer indeed belongs to the group. However, nobody is able to identify the
signer within the group. Group signatures can be used to blur the identity of a
user. For example, the user can prove to a shop that he belongs to a discount-
eligible group.

Pseudonym certificates
A pseudonym certificate is a binding between a public key and a list of per-
sonal user information, signed by a trusted third party. The public key can be



seen as a pseudonym, the corresponding secret key is used to prove ownership of
the certificate. Pseudonym certificates allow users to reveal personal information
while remaining unidentifiable. Different uses of the same certificate are linkable.
Also, by proving ownership of the certificate, a user will automatically reveal all
attributes incorporated into the certificate.

Anonymous credential systems
Credential systems [5, 2, 1] allow for anonymous yet authenticated and account-
able transactions between users and organizations. A user can pseudonymously
obtain a non-transferable and revocable credential from an issuer. This credential
can then be shown to a verifier, without different shows of the same credential be-
ing linkable to each other or to their issuing protocol. Furthermore, a credential
may contain attributes which can be selectively disclosed to the verifier. Cur-
rent credential systems use a combination of pseudonyms, blind signatures and
zero-knowledge proofs. The latter are two-party interactive protocols between
a prover and a verifier, such that after successful execution the verifier did not
gain any new information apart from the validity of the shown statements. For
example, a user can prove being older than 18 without actually disclosing his age.

Other privacy enhancing technologies [4, 6] can be used as well given a particular
context.

4 Building blocks of the privacy framework

The privacy framework is built on top of a context-awareness infrastructure [19]
which is responsible for the gathering and storing of, reasoning on and dissemina-
tion of contextual information on the user and the services the user is interacting
with. Our privacy infrastructure reduces the amount of personal information that
would otherwise be disseminated unfiltered to recipients upon their request. See
Figure 6 for an overview. The system itself has been built using a component
based approach to provide a better QoS in a mobile computing environment [20].

4.1 Context Management: Source of information

To determine the context of a user, the framework makes use of different in-
formation providers. These information providers include (1) Sensors for time
and location tracking, etc., (2) User Profiles containing privacy preferences and
transactional information input of previous interactions; and (3) Third Parties
such as information retrieved from public databases.

Our context management system represents all concepts and user attributes
as a knowledge base of ontologies in OWL. The use of these semantic models
combined with the Jena 2 Ontology and Reasoning subsystem [13] enables the
reasoning on user attributes to infer new facts. Any derived user attribute may
have an impact on the identifiability of the user and therefore should be known
in advance to conduct an optimal information disclosure strategy.



Fig. 6. Building blocks of the privacy preserving framework

4.2 Privacy Management: Anonymizing information

The privacy framework processes the information provided by the context man-
agement infrastructure before being disclosed to the recipient to ensure the pri-
vacy of the user. It blurs the list of attributes by using the ontologies to classify
attributes into more general categories. For example, location information can
be generalized from a detailed address to just the zip code or country.

When the attributes have been filtered and blurred, the Anonymity Set Es-
timation will investigate the sensitivity of the attributes and the overall iden-
tifiability of the user. Given the current context (time, location, etc.) it will
collaborate with the User Profile Selection and the PET Selection components
to decide which profile and privacy enhancing technique to use to make the
user as anonymous as possible. For example, a pseudonym system may not pro-
vide the required proof of correctness for a particular user attribute whereas a
pseudonym certificate may reveal more data than required or allowed by the
privacy preference in place.

4.3 A non-intrusive information revealing strategy

The strategy of our framework is to provide a best effort to preserve the privacy
of the user without overwhelming him with many questions whether certain



Fig. 7. Strategy of the privacy preserving framework

information may be disclosed to a given recipient. The main goal is to blur
information and to make sure the information is unlinkable.

During the interaction, the recipient will request the user to submit at-
tributes. He will specify the minimal accuracy, which attributes are required
or optional, for which attributes a proof of correctness should be provided and
the list of supported privacy enhancing techniques.

When the user receives a request from a recipient, the user has two choices.
He will either wish to be anonymous and reuse the least revealing profile (or
create a new one), or he will choose a specific profile to make use of a certain
reputation built up with a recipient. Attributes previously revealed using the
same profile can be linked by a pseudonym. Figure 7 demonstrates the course
of our strategy which is largely implemented in the Anonymity Set Estimation
component of the Privacy Management part in Figure 6. The first step is to check
if a proof of correctness should be provided for the attribute. If not, the user
submits a maximal blurred attribute. When correctness assurance is required,



an appropriate privacy enhancing technique should be selected. Which technique
fits best, depends on which techniques are supported by both the user and the
recipient and what the impact is on the anonymity set. Hence, the optimal
technique can be case specific. For example, pseudonym certificates should be
used as a last resort, as the user cannot blur the content of the certificate and
cannot disclose only a subset of the attributes in the certificate.

Once a technique has been selected, the size of the anonymity set is estimated
on the basis of all attributes to determine if disclosing the information would
lead to an identifying combination of attributes. When the anonymity set is large
enough, the attributes may be disclosed if the user profile has not become too
large. If the anonymity set is too small, then the next step is to check if the
attribute is optional or required. If the attribute is optional, then it is up to the
user or his list of preferences to decide which step to take next. Otherwise, it
depends on the user if he wishes to make use of his reputation and disclose the
attribute with the current profile. If he does not want to rely on a reputation, the
process starts all over with a new or existing profile for which a larger anonymity
set is more likely. Typically, a user will not share a user profile between many
recipients, but he may have several profiles with different degrees of anonymity
for the same service provider.

5 Evaluation and implementation

The framework presented here is a work in progress and a thorough quantita-
tive validation on practical real-life use cases is currently missing. However, we
will reflect on the scenario mentioned in the introduction and describe how the
proposed system would work there. We will also summarize the strengths and
weaknesses of the framework and discuss some implementation details.

5.1 The airport scenario

For discovering information in the arrival hall support for anonymous communi-
cation in a network suffices. This is a pure technical issue that can be solved at
the network layer of the communication protocol. Pseudonym registration with
a travel agency allows to read private messages from the bulletin board, while a
blind signature proves your newspaper subscription. Identifying yourself to the
customs or immigration officer has a huge impact on the privacy. However, the
options for the user are limited as he otherwise cannot enter the country. In
this case, a pseudonym certificate can be an appropriate technique, while other
partners can for accountability reasons rely on the customs to know the true
identity of the person. In a snack bar users do not necessarily have to show their
full identity. Proving adulthood can be managed by a credential system using
a zero-knowledge proof that shows you are older than 18 and nothing else. As
such, any privacy issue in this scenario can be fulfilled with the appropriate PET.
The requirements from the user perspective are fulfilled as long as the sensitivity
of the user attributes can be estimated accurately. Nonetheless, this is still an



open case as unknown dependencies between attributes might exist. However,
we are convinced that due to the rather limited size of a user’s profile and when
having the proper privacy preferences in place, this issue can be overcome. The
recipient requirements are fulfilled by appropriate privacy enhancing techniques
that ensure information correctness.

5.2 Strengths and weaknesses

The strengths of our context-aware privacy control system depend on the pres-
ence of occurrence statistics for the required attributes. If not available, the
sensitivity cannot be determined and must be declared by the user in its pri-
vacy preferences. The ability to infer other user attributes based on previously
disclosed ones, depends on the presence, completeness and correctness of the
ontologies describing the attributes. The more statistical and semantical infor-
mation on an attribute is provided, the more accurate the sensitivity can be
determined, the more computationally intensive the process becomes. Nonethe-
less, the proof-of-concept implementation is able to avoid unintended disclosures
due to correlations in the user attributes that would otherwise be made blindly
by the user.

5.3 Implementation details

The current infrastructure is implemented in the Java language and is backwards
compatible with the J2ME Personal Profile so that it can be deployed on personal
handheld devices running, for example, the IBM J9 virtual machine. The Java
Cryptography Architecture (JCA) is used for the purposes of digital signing,
verification of digital signatures, and handling digital certificates. The integration
with a credential system is ongoing. For the OWL parsing and reasoning the
Jena 2 framework of HP Labs is used. The current information representation in
OWL reduces the complexity of managing data and enables the reasoning and
processing of information in a uniform fashion. The framework has been tested
to run on a Qtek 9090 handheld device, but the processing of OWL suffers from
a performance penalty when using the most advanced OWL reasoner and the
memory consumption in our prototype is considerable as all information resides
in memory.

6 Related Work

Lederer et al. [16] proposed the ‘face’ metaphor as a permutation of privacy
preferences. It is based on Fair Information Practices where a user can be notified
of and give consent for the collection of personal information. To not overwhelm
users with a large set of descriptive preferences, a small set of ‘faces’ is used to
handle all personal information collections.

Langheinrich [15] introduced a privacy awareness system targeted at ubiqui-
tous computing environments that relies on P3P for data collection. P3P (the



Platform for Privacy Preferences) specifies a machine-readable vocabulary that
can be used by web-sites to communicate their data-management practices to-
wards their visitors. This is done by sending, upon a HTTP-request from a
visitor, a P3P policy file describing the capture, handling and use of personal
information to this user. The visitor itself can then decide whether or not this
policy is acceptable, using it’s own P3P preferences. This technique allows for
the user to better control its personal data, provided an organization actually
adheres to its privacy policies. As such, P3P is inherently a trust-driven approach
to guarantee privacy as users need to trust web services that they conform to
their privacy policies.

Credential systems are currently the most elaborated systems in which a
user can control the degree of personal information revealed to a recipient. The
concept was introduced by Chaum [5] and elaborated on by, among others,
Camenisch et al. in Idemix [2] and Brands [1]. Their benefits are their wide
applicability in privacy-sensitive applications and the possibility of the user to
keep track of linkabilities between personal information. A drawback is their
reliance on public key cryptography, which has its implications on performance.

Jiang and Landay [14] discuss the modeling of privacy control in context-
aware systems and propose the use of information spaces to provide a way to
organize information, resources and services around important privacy-relevant
contextual factors.

Sweeney [23] proposes k-anonymity to provide privacy protection when shar-
ing information on a large number of users with other parties in such a way that
the users in the data set cannot be identified. Generalization and suppression
is used to guarantee that each released record has at least (k-1) other records
in the data set whose values are indistinct, i.e. to make re-identification more
difficult.

Hong and Landay [12] have analyzed end-user and developer needs for privacy
sensitive systems and have developed Confab, a toolkit that provides software
architecture support and an extendible suite of mechanisms that application de-
velopers and end-users can use for managing privacy so that personal information
is managed on a personal device as much as possible.

The PRIME [21] project (Privacy and Identity Management for Europe) has
extensively studied Identity Management Systems and has recently proposed a
general framework. In the terminology of this project, this paper describes a
lightweight Identity Management Application (with emphasis on privacy and
non-intrusiveness). The PRIME project also acknowledges that the core chal-
lenge of ambient intelligence environments will be addressing the balance be-
tween privacy and security as information about individuals will be gathered
constantly and in an invisible way.

Several approaches for measuring and modeling anonymity have been pro-
posed. Diaz et al. [10] describe a model to quantify the degree of anonymity in
anonymous connection schemes under various types of attacks. Contrary to our
system, the degree of anonymity in their model is independent of the number of
users in the system.



Steinbrecher et al. [22] formalize the notion of anonymity and redefine def-
initions of anonymity in terms of linkability. The degree of linkability is based
on the probability of items in a set being related. Finally, Van Herreweghen [11]
provides a formal model allowing to measure the degree of anonymity in Idemix.
This model is non-probabilistic and does not take into account the consequences
of anonymous communication channels.

7 Conclusions and future work

In this paper we have discussed the privacy problem in a ubiquitous comput-
ing setting. We have identified several requirements from a user and recipient
perspective and demonstrated their feasibility by means of small examples in
a ubiquitous computing setting. We have proposed a novel non-intrusive in-
formation disclosing strategy based on the size of the anonymity set and the
user profile while taking into account the context of information disclosure. The
framework makes use of several proven privacy enhancing techniques that pro-
tect the privacy of the user and provide correctness assurance to the recipient if
required.

Future work includes research on how to implement the right to erase dis-
closed attributes when they are no longer necessary. Other work will focus on re-
fining the disclosing strategy when multiple attributes are stored in a pseudonym
certificate instead of only one, as pseudonym certificates may reveal attributes
not being asked for.
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